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Abstract. Human-Centered Machine Learning (HCML) models often
face challenges due to inherent biases related to population variability
and limited access to large datasets. This results in algorithms that fail to
generalize and accommodate out-of-distribution samples, thereby hinder-
ing real-world applications. Additionally, standard training procedures
tend to make neural networks vulnerable to privacy risks such as recon-
struction attacks. To address these issues, we propose a novel training
method based on an adversarial network that aims to reduce the repre-
sentation bias induced by the lack of diversity among training samples.
Unlike similar approaches that use a known bias predictor as the adver-
sarial signal, our method mitigates multiple unknown biases, acting as an
effective regularization term that reduces the validation gap while also
removing non-essential features. This feature selection further improves
privacy by preventing the model from being repurposed or used to re-
trieve information about training or inferred samples, as demonstrated
on the IMDDb-Face dataset where the method achieves approximately a
6.7% improvement in accuracy and enhances robustness against recon-
struction attacks by about 174%.
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1 Introduction

Human-Centered Machine Learning (HCML) has emerged as a major field in
both industry and research in recent years [3], offering significant benefits for
human well-being.

In many cases, the solutions used in this field rely mainly on Deep Learning
(DL). However, these algorithms often suffer from biases inherent in the data.

This problem arises from the fact that data collection processes involving
human subjects can be complex and challenging. In addition to ethical con-
cerns and increasing regulations on sensitive data collection, gathering a diverse
dataset for vision tasks is tedious due to the limited availability of samples from
different subjects (i.e., the sampled population is too small to provide sufficient
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diversity). This lack of data can make data stratification difficult and induce
sampling bias, as well as generate pseudo replication bias when different
training samples are taken from the same subject.

Another crucial aspect of HCML is the sensivity associated to the data. For
example, when handling medical data, it is important to make sure that the
data is anonymized. Given a standard training paradigm, even if the data do
not leave the infrastructure on which they are trained on, remenance of it can
be found in the model weights itself.

For example, it has been proven that it is possible to even reconstruct the
subject appearance from model feature maps, as shown by [6,10]. The attackers
might also be able to obtain sensitive information about the subject data being
infered. This problem has already been addressed by several works [4, 8, 10].
However, the majority of these methods rely on explicitly preindentified bias
attributes (gender, age,...). Additionally, in most cases, these approaches are
limited to classification tasks only.

We propose a novel adversarial training method that extends beyond clas-
sification tasks, supporting a wide range of applications while simultaneously
mitigating multiple biases—even when these biases are unlabeled. To demon-
strate the potential of our approach within an HCML context, we apply our
method to the IMDb-Face dataset, showing that filtering out irrelevant fea-
tures enhances the model’s generalization. Moreover, by suppressing sensitive
information, our method also improves model privacy. Finally, we showcase the
versatility of our technique by applying it to our own remote photoplethysmogra-
phy (rPPG) dataset, particularly in scenarios with a limited number of subjects.

2 Related Work

In this section, we survey related works relevant to our study, focusing on two
complementary areas: bias mitigation in machine learning and privacy-preserving
techniques. We first examine approaches that reduce inherent biases in data
and models, and then review methods that protect sensitive information during
training.

2.1 Bias Mitigation

The diverse biases inherent in data, as outlined by [7], underscore the importance
of developing robust mitigation strategies. In DL, biases may be introduced at
various stages, especially during data collection and selection. A wide range of
methods have been proposed for bias mitigation during training [4, 7,8, 10, 14],
with specific applications in HCML [9, 13]. According to this paper, debiasing
methods can be classified into three main categories:

1. Data Stratification: The simplest method for bias mitigation is to strat-
ify data based on known biases. While this approach can be effective for
straightforward Machine Learning (ML) models, it becomes impractical in
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cases where data collection is challenging since the diversity of data is already
limited. Additionally, extensive bias factors (gender, ethnicity, age, weight)
complicate stratification due to the number of possible combinations between
those categories.

2. Known Bias Debiasing: This method aims to train models to disregard
biased features by using techniques that force the model to "unlearn" the
bias. Commonly, adversarial networks [4, 10,13, 14] are employed to detect
and mitigate biases within the model. Acting as a regularization term, the
adversarial network’s loss is set to increase while the model’s loss decreases.
However, explicit bias mitigation requires prior knowledge of the different
biases, which in some cases is not trivial. For example, the authors in [4]
used fur color as an explicit bias in animal classification (Cat vs. Dog) tasks,
but other biases (such as fur length) could also be relevant in this case. This
shows that the model can still be biased.

3. Unknown Bias Debiasing: This approach addresses both known and un-
known biases without explicit specification of them. For instance, authors
in [8] used a combination of Categorical Cross-Entropy (CCE) and Gener-
alised Cross Entropy (GCE) to mitigate biases by encouraging the adver-
sarial model to identify biased features while forcing the main network to
unlearn them. This effectively addresses both known and unknown biases.
However, this approach is limited to classification tasks, as the regularization
term applied to the main model’s loss relies on GCE and CCE.

2.2 Privacy-Preserving Machine Learning

Machine learning models are increasingly susceptible to privacy attacks that
can extract sensitive information from training data [2,6,10,11]. These include
adversarial attacks, which seek to manipulate model predictions by injecting
noise into inputs, and model inversion attacks, which aim to reconstruct
input data or even retrieve samples used during training.

Tanuwidjaja et al. [11] illustrated that malicious networks can reconstruct
input data provided to a trained model. Additionally, as DL become more compu-
tationally expensive, many developers and researchers are shifting model train-
ing and inference to cloud-based environments, using Machine Learning as a
Service (MLaaS). This setup is sensitive to classification attack or reconstruc-
tion attack which operates as follows: the attacker gains access to the backbone
model. Using known samples, they train a malicious network to classify a target
label of interest or even reconstruct the input sample via inversion techniques.
Once this malicious network is trained, the attacker places the model on the
network and monitors the edge device which contains the backbone, being, for
instance, a camera, an IoT device, etc. With this setup, the attacker can extract
information about the current sample being processed.

In [10], the authors demonstrate how to counter this type of attack using an
adversarial training method similar to bias mitigation, combined with adding
noise to the features extracted by the edge model backbone. While they show
that this approach can prevent a sensitive feature from being extracted by the
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Fig.1. Training process presented in this work. The adversarial and malicious
network’s weights updates do not affect the backbone weights during their back-
propagation. The main loss combines task loss and adversarial loss, encouraging the
main model to unlearn biased features. The malicious network has no impact on the
main model or backbone.

edge backbone, they do not address cases where an unknown feature could still
be exploited by an attacker.

This work builds on previous research to address both bias mitigation and
privacy preservation across different tasks. Our goal is to improve model perfor-
mance while protecting privacy, advancing methods that enhance fairness and
security in real-world applications.

3 Method

3.1 Adversarial Setup

We adopt the Adversarial Network framework proposed in [4, 10], where the
main model and the adversary share a common backbone (feature extractor).
To simulate a potentially malicious cloud environment, as described by [10], we
add an additional network which uses the backbone as well, referred to as the
malicious network. This malicious network will track the model’s ability to hide
private features. The complete setup is illustrated in Figure 1.

The objective of the adversarial network is to predict the bias label associated
with each sample. By incorporating the adversarial loss as a regularization term
in the main model’s loss, we want to encourage the main model to unlearn the
biased features identified by the adversary.

The losses for the two models are defined as follows:

£main = Etask (f (X; 9) 7}’) - A Eadv (fadv (X; 97 qb) 7B (X))

in which x is a batch of training samples and y is the batch of corresponding
training labels. Also, f(x;0) denotes the main network, with 6 as the shared
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backbone parameters, and L, indicates the task loss, which can vary based
on the problem.
In Eq. 1, L.4v is defines as follows:

Laav (faav (%:0,0), B (x)) = - Z Bjj (x)10g fadv,j (%) (1)

where B(x) is the associated subject ID and faqv(x; 8, ¢) denotes the adversarial
network, ¢ is a set of parameters specific to the adversarial head but shares the
backbone parameter 6 with the main network. The subject ID represents the
individual identity associated with each sample (e.g., in an experiment with three
subjects, 300 samples are collected, the adversarial network task is to classify
the subject ID of each sample). The adversarial loss function follows a structure
similar to CCE. For L.q,, we also incorporate GCE, as it has been shown to
better capture biased features, as demonstrated by [8].

For the malicious network we simply use the following loss function, which
is in this case a simple CCE

Emal (fmal (X; 97 ¢) 7ymal) = - Z Ymal,j log fmal,j (X) (2)
J

where yma) is the corresponding malicious label, and fina1 (x; 6, ¢) is the malicious
network.

Our approach introduces a novel adversarial network that helps the main
model to unlearn features which contain unnecessary information about the sam-
ple. By forcing the model to unlearn identity-related features, we force it to not
learn non-essential attributes (i.e., removing features that allow the adversarial
network to identify the subject id, such as skin color, hair, or facial shape, will
also eliminates unintended biases or private feature).

Unlike prior methods such as [8], our approach selectively unlearns biased fea-
tures while maintaining greater flexibility, as the main network is not restricted
to classification tasks. Only the adversarial network needs to perform a classi-
fication. This balance allows our method to effectively mitigate bias, enhance
privacy, and preserve both task adaptability and predictive accuracy.

4 Experiment

4.1 IMDb-face Dataset

Experiment setup To align with HCML applications, we start our experi-
ments with the IMDb-Face dataset [5]. This dataset contains 285946 images of
individuals, with labels indicating the age, identity and the gender of the person.
Similar to [4], the main task is to classify the gender of the person in the image.
However, instead of using age as a bias to mitigate, we use the individual’s iden-
tity (denoted ID(x)). if the adversarial network can correctly identify a person
based on the embedding provided by the backbone, this indicates that the model
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Fig. 2. Figure showing the results on the IMDb-Clean dataset with different training
set sizes. The standard deviation for each model is computed across multiple seeds.

has failed to preserve privacy and has learned unnecessary features. To track the
presence of unnecessary features, we introduce a malicious network tasked with
predicting the age of the individual from the sample. Again if our method work
as intended, the malicious network should have more difficulty predicting the
age compare to the baseline model.

Three models are compared: a baseline model, another model trained with
adversarial using CCE, and one using the GCE method. Unlike previous works
that split the dataset based on attributes, we instead subsample the dataset
based on the ID of a person. In particular, we define train and validations sets
of sizes between 500 and 100000 samples. The validation set contains the same
amount of data as the training set. Also the same individual (same individual
ids) are present in the validation set that the one present in the train set. This
introduces pseudo-replication in the validation set, but it is necessary to monitor
the adversary, as it cannot identify items it has not previously seen and therefore
cannot predict individual items that were never encountered. We keep the test
set as default across all the train set size for fair comparison. The test set contain
unseen individuals.

The model (backbone + main) is a ResNet-18 architecture [1]. Those kind
of architecture already demonstrated good performance on this dataset [15]. We
choose to use a non-pretrained version to ensure that feature learning is specific
to the dataset used, allowing an unbiased evaluation of our method. In this
experiment, each model is trained for 200 epochs, with a adversial lamdba of
0.1. The learning rate is set at le — 4 for the main model and 1le — 5 for the
adversary.

Results Figure 2 shows the generalization effect of the three models with respect
to the dataset size. As the size of the dataset increases, individual samples are less
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Table 1. Comparison of the accuracies and loss of the different set for a train/validation
set of 500 samples.

Method

Train Loss

Train Acc

Val Loss

Val Acc

Test Acc

Baseline
CCE (ours)
GCE (ours)

7.1e-6 £ 2.9e-6
0.001 £ 0.0001
0.0002 +£ 0.0001

0.97 £ 0.021
0.981 £+ 0.02
0.98 £ 0.025

0.517 £+ 0.008
0.51 + 0.01
0.47 £ 0.038

0.798 £+ 0.035
0.808 + 0.042
0.834 £+ 0.059

0.641 £+ 0.026
0.673 &+ 0.037
0.677 + 0.037

biased and the network has more examples to generalize, even with adversarial
settings, reaching a similar accuracy of 96% for all three models.

For small datasets (500 samples), both CCE and GCE training lead to bet-
ter generalization, with +3.6% with respect to the baseline (see details in table
1). The addition of an adversarial network acts as a regularizer, reducing the
gap between training and validation losses. Furthermore, as anticipated, some
important features are discarded when the model is trained only with CCE,
resulting in lower overall performance than its GCE counterpart. These obser-
vations suggest that our method is particularly beneficial when dealing with
smaller datasets that suffer from limited diversity (representation bias).

Classification attack Additionally, using our method successfully removes fea-
tures associated with bias in the data (i.e. the age), only keeping the features
important for the classification of the gender. In parallel of the training, for this
experiment, we trained a malicious network whose task is to predict the age of
the individual in the sample.

Figure 3 illustrates how the malicious network effectively predicts individual
ages. We use the Mean Absolute Error (MAE) as a metric on the test set. For
smaller training set sizes, our method performs as well as the baseline (with
a mean error of 14 years). However, as the training set grows, the attacker
has greater difficulty predicting individual ages with our method compared to
the baseline, reaching a mean error of up to 19.5 years. This suggests that for
smaller datasets, privacy mitigation is more effective as our model performs
better, whereas with larger training sets, the privacy preservation becomes more
advantageous.

4.2 rPPG Dataset

Experiment Setup For this last experiment we use our own dataset which
consist of 100 subjects. The task is to estimate the rPPG signals from videos,
with arm Photoplethysmogram (PPG) as ground truth.

The dataset was split into three sets: training, validation, and test. While the
training and validation sets contain the same subjects (with different samples)
as in our IMDDb-Clean experiment, creating a pseudo-replication bias, the test
set includes entirely new subjects and samples.

For task loss, we used the Pearson correlation coefficient combined with Mean
Squared Error (MSE), following Unke et al. [12] and employed their PhysNet
model as the experiment’s main model.
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Fig. 3. Figure showing the mean absolute error between the malicious network predic-
tion and the actual age of the person in the sample. We can see the privacy-enhancing
effect of the adversarial network is more effective on bigger train set size.

The goal of this experiment is to assess the model’s performance in a real-
world setting, with a focus on reducing representation bias in datasets with
limited subject diversity. We trained the PhysNet model on five training set sizes
10, 20, 30, 50, and 79 subjects, keeping the test set constant across experiments.
We tested two model types: a baseline model (control) and a model trained
using GCE adversarial training, with hyperparameters set as follows: learning
rate (adversarial, main) le — 4, adversarial lambda 0.1, and 400 epochs.

Lastly, we simulated a reconstruction attack on both the baseline and our
models to evaluate the potential for face reconstruction attacks from samples,
demonstrating the debiasing effect. For this, we used a transpose convolution
network as a decoder to simulate the attack, training it for 100 epochs with an
MSE loss and a learning rate of le — 5.

Results In table 2, we observe that the model with adversarial training performs
better overall. However, as seen in the previous experiment, the improvement
diminishes as more distinct subjects are added to the training set, ultimately
resulting in slightly worse performance than the baseline.

Furthermore, in table 2, we compare the loss of the attacker model trying to
reconstruct the input image using the baseline and our model. We can see that
the adversarial training reduce the possibility of reconstruction attacks. Figure
4 illustrates the potential of the method’s privacy-preserving capabilities.
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Table 2. Test Loss Comparison for Different Numbers of Subjects in the training set
and Reconstruction Loss of an attacker model.

Subjects|Test Loss (Baseline) + Std|Test Loss (Our GCE) + Std
10 2.4643 £ 0.0084 2.0642 £ 0.1461
20 1.5589 £ 0.1295 1.3548 £ 0.0082
30 0.9734 £ 0.1524 0.6740 £ 0.0595
50 0.4008 £ 0.0855 0.3494 £ 0.0883
79 -0.2738 £ 0.0271 -0.1586 £ 0.0210
Subjects|Rec. Loss (Baseline) + Std|Rec. Loss (Our GCE) + Std
10 0.9 £ 0.42 2.21 £ 0.83
20 0.8 + 0.42 2.42 £ 0.87
30 0.92 £ 0.46 2.23 £ 0.8
50 0.91 £ 0.44 2.62 + 0.96
79 0.82 £ 0.41 2.40 £ 0.84

Original Image Reconstructed (our) Reconstructed (Baseline)

Fig. 4. Figure demonstrating the potential of our approach. The reconstruction using
an adversarial network show impressive result in privacy preservation compare to the
baseline network.

5 Conclusion

Data collection in HCML poses significant challenges, particularly in ensuring
diversity and mitigating bias. This work introduces a straightforward yet effective
approach that employs an adversarial Siamese network as a regularization term,
compelling the main model to unlearn features that reveal individual identities.

Our method effectively reduces representation bias, enhances privacy, and
improves robustness against attacks. Validated across two datasets, it outper-
forms baseline models, for instance, achieving a 6.7% accuracy improvement on
the IMDb-Clean dataset.
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